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Part 1:
INTRODUCTION

On June 5, 2013, the British newspaper The Guardian published the first of a series
of articles based on unauthorized disclosures of classified documents by Edward Snowden,
a contractor for the National Security Agency (“NSA”).1 The article described an NSA
program to collect millions of telephone records, including records about purely domestic
calls. Over the course of the next several days, there were additional articles regarding this
program as well as another NSA program referred to in leaked documents as “PRISM.”

These disclosures caused a great deal of concern both over the extent to which they
damaged national security and over the nature and scope of the surveillance programs they
purported to reveal. Subsequently, authorized disclosures from the government confirmed
both programs. Under one, the NSA collects telephone call records or metadata — but not
the content of phone conversations — covering the calls of most Americans on an ongoing
basis, subject to renewed approvals by the Foreign Intelligence Surveillance Court (“FISC”
or “FISA court”). This program was approved by the FISC pursuant to Section 215 of the
USA PATRIOT Act (“Patriot Act”). Under the second program, the government collects the
content of electronic communications, including phone calls and emails, where the targets
are reasonably believed to be non-U.S. persons located outside the United States.? Section
702 of the FISA Amendments Act is the basis for this program.3

Immediately following the press revelations, the public and many policymakers
began asking questions about the scope and nature of these NSA programs. Central among
the issues raised was the degree to which the programs included appropriate safeguards
for privacy and civil liberties. One week after the first news article appeared, a bipartisan
group of thirteen U.S. Senators asked the recently reconstituted Privacy and Civil Liberties
Oversight Board (“PCLOB”) to investigate the two NSA programs and to provide an
unclassified report “so that the public and the Congress can have a long overdue debate”
about the privacy issues raised.* AJuly 11,2013, letter from House Minority Leader Nancy
Pelosi requested that the Board also consider the operations of the FISC, which approved

1 See Glenn Greenwald, NSA Collecting Phone Records of Millions of Verizon Customers Daily, THE
GUARDIAN (June 5, 2013).
2 Even when the target is a non-U.S. person, collections of communications involving U.S. persons may

still occur, either where those individuals are in communication with non-U.S. persons or where they are
mistakenly believed to be non-U.S. persons.

3 This is the program inaccurately referred to in early reports as the PRISM program. PRISM is
actually the database in which such communications are compiled.

4 Letter from Senator Tom Udall et al. to the Privacy and Civil Liberties Oversight Board (June 12,
2013), available at http://www.pclob.gov/.



the two programs. On June 21, 2013, the Board met with President Obama and his senior
staff at the White House, and the President asked the Board to review “where our
counterterrorism efforts and our values come into tension.”>

In response to the congressional and presidential requests, the Board immediately
initiated a study of the 215 and 702 programs and the operation of the FISA court. This
Report contains the results of the Board’s 215 program study as well as our analysis and
recommendations regarding the FISC’s operation.

L Background

The PCLOB is an independent bipartisan agency within the executive branch
established by the Implementing Recommendations of the 9/11 Commission Act of 2007.6
The Board is comprised of four part-time members and a full-time chairman, all appointed
by the President and confirmed by the Senate. The Board’s authorizing statute gives it two
primary responsibilities:

1) To analyze and review actions the executive branch takes to protect the Nation
from terrorism, ensuring that the need for such actions is balanced with the need
to protect privacy and civil liberties; and

2) To ensure that liberty concerns are appropriately considered in the
development and implementation of laws, regulations, and policies related to
efforts to protect the Nation against terrorism.”

This Report arises out of the Board'’s responsibility to provide oversight by
analyzing and reviewing executive branch actions, in this case the operation of the Section
215 telephone records program.

The Board today is in its third iteration. In July 2004, the National Commission on
Terrorist Attacks on the United States (known as the 9/11 Commission) recommended that
“there should be a board within the executive branch to oversee adherence to the
guidelines we recommend and the commitment the government makes to defend our civil

5 See Letter from Democratic Leader Nancy Pelosi to Chairman David Medine (July 11, 2013), available
at http://www.pclob.gov/; Remarks by the President in a Press Conference at the White House (Aug. 9,
2013), available at http://www.whitehouse.gov/the-press-office/2013/08/09 /remarks-president-press-
conference.

6 Pub. L. No. 110-53, § 801(a), 121 Stat. 266, 352-58 (2007).
7 See Pub. L. No. 110-53, § 801(a) (codified at 42 U.S.C. § 2000ee).



liberties.”8 In August 2004, President George W. Bush created the President’s Board on
Safeguarding Americans’ Civil Liberties by executive order.? The President’s Board ceased
to meet upon the enactment of the Intelligence Reform and Terrorism Prevention Act of
2004, which created a Privacy and Civil Liberties Oversight Board within the Executive
Office of the President.10

In 2007, the Implementing Recommendations of the 9/11 Commission Act
reconstituted the Board in its current form as an independent agency within the executive
branch.1! The Act requires that all five Board members be appointed by the President, by
and with the advice and consent of the Senate, for staggered six-year terms. The Act further
requires that the Board be bipartisan in composition. No more than three of the five
members may be from the same political party, and before appointing members who are
not from the President’s political party, the President must consult with the leadership of
the opposing party.

With the reconstitution of the Board, the 9/11 Commission Act terminated, effective
January 30, 2008, the terms of the individuals then serving as Board members within the
Executive Office of the President. From that time until August 2012, the Board did not
function, as none of the positions on the Board were filled. Then, in August 2012, the
Board'’s current four part-time members were confirmed by the Senate, providing the
reconstituted Board with its first confirmed members and a quorum to begin operations.12

8 THE 9/11 COMMISSION REPORT: FINAL REPORT OF THE NATIONAL COMMISSION ON TERRORIST ATTACKS UPON THE
UNITED STATES, at 395 (2004). The 9/11 Commission was a bipartisan panel established to “make a full and
complete accounting of the circumstances surrounding” the September 11, 2001, terrorist attacks, and to
provide “recommendations for corrective measures that can be taken to prevent acts of terrorism.”
Intelligence Authorization Act for Fiscal Year 2003, Pub. L. No. 107-306, § 602(4), (5), 116 Stat. 2383, 2408
(2002).

9 See Exec. Order No. 13353, 69 Fed. Reg. 53,585 (Aug. 27, 2004). The President’s Board was chaired
by the Deputy Attorney General and consisted of twenty-two representatives from the Departments of State,
Defense, Justice, Treasury, Health and Human Services, and Homeland Security; the Office of Management and
Budget; and the Intelligence Community. During its tenure, the President’s Board met six times.

10 See Pub. L. No. 108-458, § 1061(b), 118 Stat. 3638, 3684 (2004). As chartered under IRTPA, the
Board was comprised of two Board members appointed by the President, by and with the advice and consent
of the Senate, and three additional Board members appointed by the President. Id. § 1061(e)(1).

1 See Pub. L. No. 110-53, § 801(a), 121 Stat. 266, 352-58 (2007).

12 The Board'’s four part-time members were confirmed by the Senate on August 2, 2012, and were
appointed by the President and sworn into office later that month for the following terms:

e Rachel L. Brand, for a term ending January 29, 2017;

e Elisebeth Collins Cook, for a term ending January 29, 2014. On January 6, 2014, Ms. Cook was
nominated for a second term ending January 29, 2020. Under the Board’s authorizing statute, as a
result of this nomination, Ms. Cook can continue to serve through the end of the Senate’s current
session and, if confirmed before then, through January 29, 2020.

e James X. Dempsey, for a term ending January 29, 2016; and



The Board'’s chairman, its only full-time member, was confirmed on May 7, 2013, and
sworn in on May 29, five days before news stories based upon the NSA leaks began to
appear.

Since the PCLOB began operations as an independent agency in August 2012, it has
released two semi-annual reports to Congress and the President summarizing the agency’s
start up activities.13 This Report represents the Board’s first comprehensive study of a
government program.

IL Study Methodology

In response to the congressional and presidential requests, the PCLOB undertook an
in-depth study of the Section 215 and 702 programs as well as the operations of the FISA
court.1* This study included classified briefings with officials from the Office of the
Director for National Intelligence (“ODNI”), NSA, Department of Justice, Federal Bureau of
Investigation (“FBI”), and Central Intelligence Agency (“CIA”). Board members also met
with White House staff, a former presiding judge of the FISA court, academics, privacy and
civil liberties advocates, technology and communications companies, and trade
associations. The Board also received a demonstration of the Section 215 program’s
operation and capabilities at the NSA. The Board has been provided access to classified
opinions by the FISC, various inspector general reports, and additional classified
documents relating to the operation and effectiveness of the programs. At every step of the
way, the Board has received the full cooperation of the intelligence agencies. Board staff
have conducted a detailed analysis of applicable statutory authorities, the First and Fourth
Amendments to the Constitution, and privacy and civil liberties policy issues.

As part of its study, and consistent with our statutory mandate to operate publicly
where possible, the Board held two public forums. The first was a day-long public
workshop held in Washington, D.C,, on July 9, 2013, comprised of three panels addressing

e Patricia M. Wald, for a term ending January 29, 2013. On December 12, 2013, the Senate
confirmed Ms. Wald for a second term ending January 29, 2019.

The Board’s chairman and only full-time member, David Medine, was originally nominated by the President
on December 15, 2011, and was re-nominated on January 22, 2013. The Senate confirmed Mr. Medine on
May 7, 2013, and he was sworn in on May 29, 2013, for a term ending January 29, 2018.

13 See Privacy and Civil Liberties Oversight Board, Semi-Annual Report, September 2012 to March 2013
(June 27, 2013); Privacy and Civil Liberties Oversight Board, Semi-Annual Report, March 2013 to September
2013 (Nov. 3, 2013), available at http://www.pclob.gov/.

14 Prior to the confirmation of the chairman, the four part-time members had identified implementation
of the FISA Amendments Act as a priority for oversight; in other words, the Section 702 Program already was
familiar to the majority of the Board in June 2013.



different aspects of the Section 215 and 702 programs.> The panelists provided input on
the legal, constitutional, technology, and policy issues implicated by the two programs. The
first panel addressed the legality of the programs, and included comments from a former
FISC judge regarding the operation of that court. Because technological issues are central to
the operations of both programs, the second panel was comprised of technology experts.
The third panel included academics and members of the advocacy community; panelists
were invited to provide views on the policy implications of the NSA programs and what
changes, if any, would be appropriate.

As the Board’s study of the NSA surveillance programs moved forward, the Board
began to consider possible recommendations for program changes. At the same time, the
Board wanted to try to identify any unanticipated consequences of reforms it was
considering. Accordingly, on November 4, 2013, the Board held a public hearing in
Washington, D.C.16 The hearing began with a panel of current government officials who
addressed the value of the programs and the potential impact of proposed changes. The
second panel, designed to explore the operation of the FISA court, consisted of another
former FISC judge, along with a former government official and a private attorney who
both had appeared before the FISC. Finally, the Board heard from a diverse panel of experts
on potential Section 215 and 702 reforms.

The Board provided its draft description of the operations of the FISA court (but not
our recommendations) to court’s staff to ensure that this description accurately portrayed
the court’s operations. The Board also provided draft portions of its analysis regarding the
effectiveness of the Section 215 program (but not our conclusions and recommendations)
to the U.S. Intelligence Community to ensure that our factual statements were correct and
complete. While the Board’s Report was subject to classification review, none of the
changes resulting from that process affected our analysis or recommendations. There was
no outside review of the substance of the Board’s analysis and recommendations.

During the time the PCLOB has been conducting this study, members of Congress
have introduced a variety of legislative proposals to address the Section 215 and 702
programs, the government has engaged in several internal reviews of the programs, and
several lawsuits have been filed challenging the programs’ legitimacy. To ensure that the
PCLOB'’s recommendations may be considered as part of this ongoing debate, the Board
divided this study into two parts. The first part, this Report, covers the PCLOB’s analysis
and recommendations regarding operation of the 215 program and the FISA court. The
second part will be a subsequent unclassified report containing PCLOB’s analysis and
recommendations concerning the 702 program.

15 See Annex C.

16 See Annex D.



In addition, proposals for modifications to the Section 215 program and the
operation of the FISC were under active consideration by the White House while we were
conducting our study. Pursuant to the Board’s statutory duty to advise the President and
elements of the executive branch to ensure that privacy and civil liberties are appropriately
considered in the development and implementation of legislation and policies and to
provide advice on proposals to retain or enhance a particular power, the PCLOB briefed
senior White House staff on the Board’s tentative conclusions on December 5, 2013. The
PCLOB provided a near final draft of the Board’s conclusions and recommendations on
Section 215 and the operations of the FISA court (Parts 5, 7 and 8 of this Report) to the
White House on January 3, the transparency section (Part 9) on January 8, 2014, and
additional statutory analysis on January 14, 2014 (Part 5). On January 8, the full Board met
with the President, the Vice President and senior officials to present the Board'’s
conclusions and the views of individual Board members.

III.  Report Organization

The body of this Report consists of seven sections, five of which address the Section
215 telephone records program. After this introduction and the executive summary, Part 3
describes in detail how the telephone records program works. To put the present-day
operation of the program in context, Part 4 reviews its history, including its evolution from
predecessor intelligence activities. An analysis of whether the telephone records program
meets applicable statutory requirements follows in Part 5. Part 6 addresses the
constitutional issues raised by the telephone records program under both the First and
Fourth Amendments. The final section discussing the Section 215 program, Part 7,
examines the potential benefits of the program, its efficacy in achieving its purposes, the
impact of the program on privacy and civil liberties, and the Board’s conclusions that
reforms are needed.

After considering the 215 program, the Report addresses the operations of the
Foreign Intelligence Surveillance Court. That section, Part 8, concludes by proposing an
approach that, in appropriate cases, would allow the FISC judges to hear from a Special
Advocate. Part 9, the final section of the Report, addresses the issue of transparency, which
has been a priority of this Board since it began operations.1”

17 See Privacy and Civil Liberties Oversight Board, Minutes of Open Meeting of March 5, 2013, at 6-7,
available at http://www.pclob.gov/.



IV. What'’s Next?

While this Report includes a number of detailed conclusions and recommendations,
it does not purport to answer all questions. The Board welcomes the opportunity for
further dialogue within the executive branch and with Congress about the issues raised in
this Report and how best to implement the Board’s recommendations.

The Board'’s next report will consider the Section 702 program, addressing whether,
in the Board'’s view, the program is consistent with statutory authority, complies with the
Constitution, and strikes the appropriate balance between national security and privacy
and civil liberties. That report will also be made available to the public.



Part 2:
EXECUTIVE SUMMARY

The statute creating the Privacy and Civil Liberties Oversight Board (“PCLOB” or
“Board”) directs the Board to analyze and review actions taken by the executive branch to
protect the nation from terrorism, “ensuring that the need for such actions is balanced with
the need to protect privacy and civil liberties.”18 In pursuit of this mission, the PCLOB has
conducted an in-depth analysis of the bulk telephone records program operated by the
National Security Agency (“NSA”) under Section 215 of the USA PATRIOT Act (“Patriot
Act”). The Board’s examination has also included a review of the operation of the Foreign
Intelligence Surveillance Court (“FISC” or “FISA court”). This Executive Summary outlines
the Board’s conclusions and recommendations.

L. Overview of the Report

A. Background: Description and History of the Section 215 Program

The NSA'’s telephone records program is operated under an order issued by the FISA
court pursuant to Section 215 of the Patriot Act, an order that is renewed approximately
every ninety days. The program is intended to enable the government to identify
communications among known and unknown terrorism suspects, particularly those
located inside the United States. When the NSA identifies communications that may be
associated with terrorism, it issues intelligence reports to other federal agencies, such as
the FBI, that work to prevent terrorist attacks. The FISC order authorizes the NSA to collect
nearly all call detail records generated by certain telephone companies in the United States,
and specifies detailed rules for the use and retention of these records. Call detail records
typically include much of the information that appears on a customer’s telephone bill: the
date and time of a call, its duration, and the participating telephone numbers. Such
information is commonly referred to as a type of “metadata.” The records collected by the
NSA under this program do not, however, include the content of any telephone
conversation.

After collecting these telephone records, the NSA stores them in a centralized
database. Initially, NSA analysts are permitted to access the Section 215 calling records
only through “queries” of the database. A query is a search for a specific number or other
selection term within the database. Before any specific number is used as the search target
or “seed” for a query, one of twenty-two designated NSA officials must first determine that

18 42 U.S.C. § 2000ee(c)(1).



there is a reasonable, articulable suspicion (“RAS”) that the number is associated with
terrorism. Once the seed has been RAS-approved, NSA analysts may run queries that will
return the calling records for that seed, and permit “contact chaining” to develop a fuller
picture of the seed’s contacts. Contact chaining enables analysts to retrieve not only the
numbers directly in contact with the seed number (the “first hop”), but also numbers in
contact with all first hop numbers (the “second hop”), as well as all numbers in contact with
all second hop numbers (the “third hop”).

The Section 215 telephone records program has its roots in counterterrorism efforts
that originated in the immediate aftermath of the September 11 attacks. The NSA began
collecting telephone metadata in bulk as one part of what became known as the President’s
Surveillance Program. From late 2001 through early 2006, the NSA collected bulk
telephony metadata based upon presidential authorizations issued every thirty to forty-five
days. In May 2006, the FISC first granted an application by the government to conduct the
telephone records program under Section 215.1° The government’s application relied
heavily on the reasoning of a 2004 FISA court opinion and order approving the bulk
collection of Internet metadata under a different provision of FISA.20

On June 5, 2013, the British newspaper The Guardian published an article based on
unauthorized disclosures of classified documents by Edward Snowden, a contractor for the
NSA, which revealed the telephone records program to the public. On August 29, 2013, FISC
Judge Claire Eagan issued an opinion explaining the court’s rationale for approving the
Section 215 telephone records program.2! Although prior authorizations of the program
had been accompanied by detailed orders outlining applicable rules and minimization
procedures, this was the first judicial opinion explaining the FISA court’s legal reasoning in
authorizing the bulk records collection. The Section 215 program was reauthorized most
recently by the FISC on January 3, 2014.

Over the years, a series of compliance issues were brought to the attention of the
FISA court by the government. However, none of these compliance issues involved
significant intentional misuse of the system. Nor has the Board seen any evidence of bad
faith or misconduct on the part of any government officials or agents involved with the
program.22 Rather, the compliance issues were recognized by the FISC — and are

19 See Order, In re Application of the Federal Bureau of Investigation for an Order Requiring the
Production of Tangible Things, No. BR 06-05 (FISA Ct. May 24, 2006).

20 See Opinion and Order, No. PR/TT [redacted] (FISA Ct.).

21 See Amended Memorandum Opinion, In re Application of the Federal Bureau of Investigation for an
Order Requiring the Production of Tangible Things, No. BR 13-109 (FISA Ct. Aug. 29, 2013).

22 Neither has the Board seen any evidence that would suggest any telephone providers did not rely in

good faith on orders of the FISC when producing metadata to the government.



recognized by the Board — as a product of the program'’s technological complexity and vast
scope, illustrating the risks inherent in such a program.

B. Legal Analysis: Statutory and Constitutional Issues

Section 215 is designed to enable the FBI to acquire records that a business has in
its possession, as part of an FBI investigation, when those records are relevant to the
investigation. Yet the operation of the NSA’s bulk telephone records program bears almost
no resemblance to that description. While the Board believes that this program has been
conducted in good faith to vigorously pursue the government’s counterterrorism mission
and appreciates the government’s efforts to bring the program under the oversight of the
FISA court, the Board concludes that Section 215 does not provide an adequate legal basis
to support the program.

There are four grounds upon which we find that the telephone records program
fails to comply with Section 215. First, the telephone records acquired under the program
have no connection to any specific FBI investigation at the time of their collection. Second,
because the records are collected in bulk — potentially encompassing all telephone calling
records across the nation — they cannot be regarded as “relevant” to any FBI investigation
as required by the statute without redefining the word relevant in a manner that is circular,
unlimited in scope, and out of step with the case law from analogous legal contexts
involving the production of records. Third, the program operates by putting telephone
companies under an obligation to furnish new calling records on a daily basis as they are
generated (instead of turning over records already in their possession) — an approach
lacking foundation in the statute and one that is inconsistent with FISA as a whole. Fourth,
the statute permits only the FBI to obtain items for use in its investigations; it does not
authorize the NSA to collect anything.

In addition, we conclude that the program violates the Electronic Communications
Privacy Act. That statute prohibits telephone companies from sharing customer records
with the government except in response to specific enumerated circumstances, which do
not include Section 215 orders.

Finally, we do not agree that the program can be considered statutorily authorized
because Congress twice delayed the expiration of Section 215 during the operation of the
program without amending the statute. The “reenactment doctrine,” under which Congress
is presumed to have adopted settled administrative or judicial interpretations of a statute,
does not trump the plain meaning of a law, and cannot save an administrative or judicial
interpretation that contradicts the statute itself. Moreover, the circumstances presented
here differ in pivotal ways from any in which the reenactment doctrine has ever been
applied, and applying the doctrine would undermine the public’s ability to know what the
law is and hold their elected representatives accountable for their legislative choices.

10



The NSA’s telephone records program also raises concerns under both the First and
Fourth Amendments to the United States Constitution. We explore these concerns and
explain that while government officials are entitled to rely on existing Supreme Court
doctrine in formulating policy, the existing doctrine does not fully answer whether the
Section 215 telephone records program is constitutionally sound. In particular, the scope
and duration of the program are beyond anything ever before confronted by the courts,
and as a result of technological developments, the government possesses capabilities to
collect, store, and analyze data not available when existing Supreme Court doctrine was
developed. Without seeking to predict the direction of changes in Supreme Court doctrine,
the Board urges as a policy matter that the government consider how to preserve
underlying constitutional guarantees in the face of modern communications technology
and surveillance capabilities.

C. Policy Implications of the Section 215 Program

The threat of terrorism faced today by the United States is real. The Section 215
telephone records program was intended as one tool to combat this threat — a tool that
would help investigators piece together the networks of terrorist groups and the patterns
of their communications with a speed and comprehensiveness not otherwise available.
However, we conclude that the Section 215 program has shown minimal value in
safeguarding the nation from terrorism. Based on the information provided to the Board,
including classified briefings and documentation, we have not identified a single instance
involving a threat to the United States in which the program made a concrete difference in
the outcome of a counterterrorism investigation. Moreover, we are aware of no instance in
which the program directly contributed to the discovery of a previously unknown terrorist
plot or the disruption of a terrorist attack. And we believe that in only one instance over the
past seven years has the program arguably contributed to the identification of an unknown
terrorism suspect. Even in that case, the suspect was not involved in planning a terrorist
attack and there is reason to believe that the FBI may have discovered him without the
contribution of the NSA’s program.

The Board'’s review suggests that where the telephone records collected by the NSA
under its Section 215 program have provided value, they have done so primarily in two
ways: by offering additional leads regarding the contacts of terrorism suspects already
known to investigators, and by demonstrating that foreign terrorist plots do not have a U.S.
nexus. The former can help investigators confirm suspicions about the target of an inquiry
or about persons in contact with that target. The latter can help the intelligence community
focus its limited investigatory resources by avoiding false leads and channeling efforts
where they are needed most. But with respect to the former, our review suggests that the
Section 215 program offers little unique value but largely duplicates the FBI's own
information gathering efforts. And with respect to the latter, while the value of proper

11



resource allocation in time-sensitive situations is not to be discounted, we question
whether the American public should accept the government’s routine collection of all of its
telephone records because it helps in cases where there is no threat to the United States.

The Board also has analyzed the Section 215 program’s implications for privacy and
civil liberties and has concluded that they are serious. Because telephone calling records
can reveal intimate details about a person’s life, particularly when aggregated with other
information and subjected to sophisticated computer analysis, the government’s collection
of a person’s entire telephone calling history has a significant and detrimental effect on
individual privacy. The circumstances of a particular call can be highly suggestive of its
content, such that the mere record of a call potentially offers a window into the caller’s
private affairs. Moreover, when the government collects all of a person’s telephone records,
storing them for five years in a government database that is subject to high-speed digital
searching and analysis, the privacy implications go far beyond what can be revealed by the
metadata of a single telephone call.

Beyond such individual privacy intrusions, permitting the government to routinely
collect the calling records of the entire nation fundamentally shifts the balance of power
between the state and its citizens. With its powers of compulsion and criminal prosecution,
the government poses unique threats to privacy when it collects data on its own citizens.
Government collection of personal information on such a massive scale also courts the
ever-present danger of “mission creep.” An even more compelling danger is that personal
information collected by the government will be misused to harass, blackmail, or
intimidate, or to single out for scrutiny particular individuals or groups. To be clear, the
Board has seen no evidence suggesting that anything of the sort is occurring at the NSA and
the agency’s incidents of non-compliance with the rules approved by the FISC have
generally involved unintentional misuse. Yet, while the danger of abuse may seem remote,
given historical abuse of personal information by the government during the twentieth
century, the risk is more than merely theoretical.

Moreover, the bulk collection of telephone records can be expected to have a chilling
effect on the free exercise of speech and association, because individuals and groups
engaged in sensitive or controversial work have less reason to trust in the confidentiality of
their relationships as revealed by their calling patterns. Inability to expect privacy vis-a-vis
the government in one’s telephone communications means that people engaged in wholly
lawful activities — but who for various reasons justifiably do not wish the government to
know about their communications — must either forgo such activities, reduce their
frequency, or take costly measures to hide them from government surveillance. The
telephone records program thus hinders the ability of advocacy organizations to
communicate confidentially with members, donors, legislators, whistleblowers, members
of the public, and others. For similar reasons, awareness that a record of all telephone calls

12



is stored in a government database may have debilitating consequences for communication
between journalists and sources.

To be sure, detailed rules currently in place limit the NSA’s use of the telephone
records it collects. These rules offer many valuable safeguards designed to curb the
intrusiveness of the program. But in our view, they cannot fully ameliorate the implications
for privacy, speech, and association that follow from the government’s ongoing collection of
virtually all telephone records of every American. Any governmental program that entails
such costs requires a strong showing of efficacy. We do not believe the NSA’s telephone
records program conducted under Section 215 meets that standard.

D. Operation of the Foreign Intelligence Surveillance Court

Congress created the FISA court in 1978 in response to concerns about the abuse of
electronic surveillance. This represented a major restructuring of the domestic conduct of
foreign intelligence surveillance, with constitutional implications. Prior to then, successive
Presidents had authorized national security wiretaps and other searches solely on the basis
of their executive powers under Article II of the Constitution. The Foreign Intelligence
Surveillance Act (“FISA”) of 1978 provided a procedure under which the Attorney General
could obtain a judicial warrant authorizing the use of electronic surveillance in the United
States for foreign intelligence purposes.

Over time, the scope of FISA and the jurisdiction of the FISA court have evolved.
Initially, the FISC’s sole role was to approve individualized FISA warrants for electronic
surveillance relating to a specific person, a specific place, or a specific communications
account or device. Beginning in 2004, the role of the FISC changed when the government
approached the court with its first request to approve a program involving what is now
referred to as “bulk collection.” In conducting this study, the Board was told by former
FISA court judges that they were quite comfortable hearing only from government
attorneys when evaluating individual surveillance requests but that the judges’ decision
making would be greatly enhanced if they could hear opposing views when ruling on
requests to establish new surveillance programs.

Upon the FISC’s receipt of a proposed application, a member of the court’s legal staff
will review the application and evaluate whether it meets the legal requirements under
FISA. The FISC’s legal staff are career employees who have developed substantial expertise
in FISA, but they serve as staff to the judges rather than as advocates. While their role
includes identifying any flaws in the government’s statutory or constitutional analysis, it
does not reach to contesting the government’s arguments in the manner of an opposing
party. The FISA court process for considering applications may include a hearing, and FISC
judges have the authority to take testimony from government employees familiar with the
technical details of an application. FISA does not provide a mechanism for the court to
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invite non-governmental parties to provide views on pending government applications or
otherwise participate in FISC proceedings prior to approval of an application.

FISA also established a Foreign Intelligence Court of Review (“FISCR”), comprised of
three judges drawn from U.S. district courts or courts of appeals. Appeals to the FISCR have
been rare: thus far there have been only two decisions issued by the court. Electronic
communications service providers have some limited ability to appeal FISC orders, but
FISA does not provide a way for the FISCR to receive the views of other non-governmental
parties on appeals pending before it.23

The FISC’s ex parte, classified proceedings have raised concerns that the court does
not take adequate account of positions other than those of the government. It is critical to
the integrity of the process that the public has confidence in its impartiality and rigor.
Therefore, the Board believes that some reforms are appropriate and would help bolster
public confidence in the operation of the court. The most important reforms proposed by
the Board are: (1) creation of a panel of private attorneys, Special Advocates, who can be
brought into cases involving novel and significant issues by FISA court judges; (2)
development of a process facilitating appellate review of such decisions; and (3) providing
increased opportunity for the FISC to receive technical assistance and legal input from
outside parties.

E. Transparency Issues

In a representative democracy, the tension between openness and secrecy is
inevitable and complex. The challenges are especially acute in the area of intelligence
collection, where the powers exercised by the government implicate fundamental rights
and our enemies are constantly trying to understand our capabilities in order to avoid
detection. In this context, both openness and secrecy are vital to our survival, and we must
strive to develop and implement intelligence programs in ways that serve both values.

Transparency is one of the foundations of democratic governance. Our
constitutional system of government relies upon the participation of an informed
electorate. This in turn requires public access to information about the activities of the
government. Transparency supports accountability. It is especially important with regard
to activities of the government that affect the rights of individuals, where it is closely
interlinked with redress for violations of rights. In the intelligence context, although a
certain amount of secrecy is necessary, transparency regarding collection authorities and

23 However, the court has in one instance accepted amicus, or “friend of the court,” briefs on a
significant legal question pending before it.
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their exercise can increase public confidence in the intelligence process and in the
monumental decisions that our leaders make based on intelligence products.

In the aftermath of the Snowden disclosures, the government has released a
substantial amount of information on the leaked government surveillance programs.
Although there remains a deep well of distrust, these official disclosures have helped foster
greater public understanding of government surveillance programs. However, to date the
official disclosures relate almost exclusively to specific programs that had already been the
subject of leaks, and we must be careful in citing these disclosures as object lessons for
what additional transparency might be appropriate in the future.

The Board believes that the government must take the initiative and formulate long-
term solutions that promote greater transparency for government surveillance policies
more generally, in order to inform public debate on technology, national security, and civil
liberties going beyond the current controversy. In this effort, all three branches have a role.
For the executive branch, disclosures about key national security programs that involve the
collection, storage and dissemination of personal information — such as the operation of
the National Counterterrorism Center — show that it is possible to describe practices and
policies publicly, even those that have not been otherwise leaked, without damage to
national security or operational effectiveness.

With regard to the legislative process, even where classified intelligence operations
are involved, the purposes and framework of a program for domestic intelligence collection
should be debated in public. During the process of developing legislation, some hearings
and briefings may need to be conducted in secret to ensure that policymakers fully
understand the intended use of a particular authority. But the government should not base
an ongoing program affecting the rights of Americans on an interpretation of a statute that
is not apparent from a natural reading of the text. In the case of Section 215, the
government should have made it publicly clear in the reauthorization process that it
intended for Section 215 to serve as legal authority to collect data in bulk on an ongoing
basis.

There is also a need for greater transparency regarding operation of the FISA court.
Prospectively, we encourage the FISC judges to continue the recent practice of writing
opinions with an eye to declassification, separating specific sensitive facts peculiar to the
case at hand from broader legal analyses. We also believe that there is significant value in
producing declassified versions of earlier opinions, and recommend that the government
undertake a classification review of all significant FISC opinions and orders involving novel
interpretations of law. We realize that the process of redacting opinions not drafted for
public disclosure will be more difficult and will burden individuals with other pressing
duties, but we believe that it is appropriate to make the effort where those opinions and
orders complete the historical picture of the development of legal doctrine regarding
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matters within the jurisdiction of the FISA court. In addition, should the government adopt
our recommendation for a Special Advocate in the FISC, the nature and extent of that
advocate’s role must be transparent to be effective.

It is also important to promote transparency through increased reporting to the
public on the scope of surveillance programs. We urge the government to work with
Internet service providers and other companies to reach agreement on standards allowing
reasonable disclosures of aggregate statistics that would be meaningful without revealing
sensitive government capabilities or tactics. We recommend that the government should
also increase the level of detail in its unclassified reporting to Congress and the public
regarding surveillance programs.

II. Overview of the PCLOB’s Recommendations

A. Section 215 Program

Recommendation 1: The government should end its Section 215 bulk telephone
records program.

The Section 215 bulk telephone records program lacks a viable legal foundation
under Section 215, implicates constitutional concerns under the First and Fourth
Amendments, raises serious threats to privacy and civil liberties as a policy matter, and has
shown only limited value. As a result, the Board recommends that the government end the
program.

Without the current Section 215 program, the government would still be able to
seek telephone calling records directly from communications providers through other
existing legal authorities. The Board does not recommend that the government impose data
retention requirements on providers in order to facilitate any system of seeking records
directly from private databases.

Once the Section 215 bulk collection program has ended, the government should
purge the database of telephone records that have been collected and stored during the
program'’s operation, subject to limits on purging data that may arise under federal law or
as a result of any pending litigation.

The Board also recommends against the enactment of legislation that would merely
codify the existing program or any other program that collects bulk data on such a massive
scale regarding individuals with no suspected ties to terrorism or criminal activity.
Moreover, the Board’s constitutional analysis should provide a message of caution, and as a
policy matter, given the significant privacy and civil liberties interests at stake, if Congress
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seeks to provide legal authority for any new program, it should seek the least intrusive
alternative and should not legislate to the outer bounds of its authority.

The Board recognizes that the government may need a short period of time to
explore and institutionalize alternative approaches, and believes it would be appropriate
for the government to wind down the 215 program over a brief interim period. If the
government does find the need for a short wind-down period, the Board urges that it
should follow the procedures under Recommendation 2 below.

Recommendation 2: The government should immediately implement
additional privacy safeguards in operating the Section 215 bulk collection
program.

The Board recommends that the government immediately implement several
additional privacy safeguards to mitigate the privacy impact of the present Section 215
program. The recommended changes can be implemented without any need for
congressional or FISC authorization. Specifically, the government should:

(a) reduce the retention period for the bulk telephone records program from five
years to three years;

(b) reduce the number of “hops” used in contact chaining from three to two;

(c) submit the NSA’s “reasonable articulable suspicion” determinations to the FISC
for review after they have been approved by NSA and used to query the database;
and

(d) require a “reasonable articulable suspicion” determination before analysts may
submit queries to, or otherwise analyze, the “corporate store,” which contains the
results of contact chaining queries to the full “collection store.”

B. FISA Court Operations

Recommendation 3: Congress should enact legislation enabling the FISC to
hear independent views, in addition to the government’s views, on novel and
significant applications and in other matters in which a FISC judge determines
that consideration of the issues would merit such additional views.

Congress should authorize the establishment of a panel of outside lawyers to serve
as Special Advocates before the FISC in appropriate cases. The Presiding Judge of the FISC
should select attorneys drawn from the private sector to serve on the panel. The attorneys
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should be capable of obtaining appropriate security clearances and would then be available
to be called upon to participate in certain FISC proceedings.

The decision as to whether the Special Advocate would participate in any particular
matter should be left to the discretion of the FISC. The Board expects that the court would
invite the Special Advocate to participate in matters involving interpretation of the scope of
surveillance authorities, other matters presenting novel legal or technical questions, or
matters involving broad programs of collection. The role of the Special Advocate, when
invited by the court to participate, would be to make legal arguments addressing privacy,
civil rights, and civil liberties interests. The Special Advocate would review the
government’s application and exercise his or her judgment about whether the proposed
surveillance or collection is consistent with law or unduly affects privacy and civil liberties
interests.

Recommendation 4: Congress should enact legislation to expand the
opportunities for appellate review of FISC decisions by the FISCR and for review
of FISCR decisions by the Supreme Court of the United States.

Providing for greater appellate review of FISC and FISCR rulings will strengthen the
integrity of judicial review under FISA. Providing a role for the Special Advocate in seeking
that appellate review will further increase public confidence in the integrity of the process.

Recommendation 5: The FISC should take full advantage of existing authorities
to obtain technical assistance and expand opportunities for legal input from
outside parties.

FISC judges should take advantage of their ability to appoint Special Masters or
other technical experts to assist them in reviewing voluminous or technical materials,
either in connection with initial applications or in compliance reviews. In addition, the FISC
and the FISCR should develop procedures to facilitate amicus participation by third parties
in cases involving questions that are of broad public interest, where it is feasible to do so
consistent with national security.

C. Promoting Transparency

Recommendation 6: To the maximum extent consistent with national security,
the government should create and release with minimal redactions declassified
versions of new decisions, orders and opinions by the FISC and FISCR in cases
involving novel interpretations of FISA or other significant questions of law,
technology or compliance.
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FISC judges should continue their recent practice of drafting opinions in cases
involving novel issues and other significant decisions in the expectation that declassified
versions will be released to the public. The government should promptly create and release
declassified versions of these FISC opinions.

Recommendation 7: Regarding previously written opinions, the government
should perform a declassification review of decisions, orders and opinions by
the FISC and FISCR that have not yet been released to the public and that involve
novel interpretations of FISA or other significant questions of law, technology or
compliance.

Although it may be more difficult to declassify older FISC opinions drafted without
expectation of public release, the release of such older opinions is still important to
facilitate public understanding of the development of the law under FISA. The government
should create and release declassified versions of older opinions in novel or significant
cases to the greatest extent possible consistent with protection of national security. This
should cover programs that have been discontinued, where the legal interpretations
justifying such programs have ongoing relevance.

Recommendation 8: The Attorney General should regularly and publicly report
information regarding the operation of the Special Advocate program
recommended by the Board. This should include statistics on the frequency and
nature of Special Advocate participation in FISC and FISCR proceedings.

These reports should include statistics showing the number of cases in which a
Special Advocate participated, as well as the number of cases identified by the government
as raising a novel or significant issue, but in which the judge declined to invite Special
Advocate participation. The reports should also indicate the extent to which FISC decisions
have been subject to review in the FISCR and the frequency with which Special Advocate
requests for FISCR review have been granted.

Recommendation 9: The government should work with Internet service
providers and other companies that regularly receive FISA production orders to
develop rules permitting the companies to voluntarily disclose certain
statistical information. In addition, the government should publicly disclose
more detailed statistics to provide a more complete picture of government
surveillance operations.

The Board urges the government to pursue discussions with communications
service providers to determine the maximum amount of information that companies could
voluntarily publish to show the extent of government surveillance requests they receive
per year in a way that is consistent with protection of national security. In addition, the

19



government should itself release annual reports showing in more detail the nature and
scope of FISA surveillance for each year.

Recommendation 10: The Attorney General should fully inform the PCLOB of
the government’s activities under FISA and provide the PCLOB with copies of the
detailed reports submitted under FISA to the specified committees of Congress.
This should include providing the PCLOB with copies of the FISC decisions
required to be produced under Section 601 (a)(5).%*

Recommendation 11: The Board urges the government to begin developing
principles and criteria for transparency.

The Board urges the Administration to commence the process of articulating
principles and criteria for deciding what must be kept secret and what can be released as to
existing and future programs that affect the American public.

Recommendation 12: The scope of surveillance authorities affecting Americans
should be public.

In particular, the Administration should develop principles and criteria for the
public articulation of the legal authorities under which it conducts surveillance affecting
Americans. If the text of the statute itself is not sufficient to inform the public of the scope
of asserted government authority, then the key elements of the legal opinion or other
documents describing the government’s legal analysis should be made public so there can
be a free and open debate regarding the law’s scope. This includes both original enactments
such as 215’s revisions and subsequent reauthorizations. While sensitive operational
details regarding the conduct of government surveillance programs should remain
classified, and while legal interpretations of the application of a statute in a particular case
may also be secret so long as the use of that technique in a particular case is secret, the
government’s interpretations of statutes that provide the basis for ongoing surveillance
programs affecting Americans can and should be made public.

24 Section 601(a)(5), which is codified at 50 U.S.C. § 1871(a)(5), requires the congressional intelligence
and judiciary committees to be provided with decisions, orders, and opinions from the FISC, and from its
companion appellate court, that include significant construction or interpretation of FISA provisions.
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Part 3:
DESCRIPTION OF THE NSA SECTION 215 PROGRAM

L. Telephone Calling Records

When a person completes a telephone call, telephone company equipment generates
arecord of certain details about that call. These “call detail records” typically include much
of the information that appears on a customer’s telephone bill: the date and time of a call,
its duration, and the participating telephone numbers. Such records also can include a
range of technical information about how the call was routed from one participant to the
other through the infrastructure of the telephone companies’ networks. Telephone
companies create these records in order to bill customers for their calls, detect fraud, and
for other business purposes.

While calling records provide information about particular telephone calls, they do
not include the contents of any telephone conversations. Because these records provide
information about a communication but not the communication itself, they often are
referred to as a form of “metadata,” a word sometimes defined as “data about data.” Call
detail records often are called “telephony metadata.”

After generating calling records in the normal course of business, telephone
companies keep them on file for varying periods of time. Federal regulations presently
require the companies to retain toll billing records for a minimum of eighteen months.2>

II. What the NSA Collects under Section 215 of the Patriot Act

The Foreign Intelligence Surveillance Act (“FISA”) includes a “business records”
provision that allows the FBI to obtain books, records, papers, documents, and other items
that may be relevant to a counterterrorism investigation. To obtain such records under this
provision, the FBI must file an application with the Foreign Intelligence Surveillance Court
(“FISC” or “FISA court”) requesting that the court issue an order directing a person or
entity to turn over the items sought.2¢ The business records provision of FISA was
significantly expanded by Section 215 of the Patriot Act in 2001, and as a result it
frequently is referred to as Section 215.27 Under a program authorized by the FISA court
pursuant to Section 215, the NSA is permitted to obtain all call detail records generated by

25 See 47 C.F.R. § 42.6.

26 See 50 U.S.C. § 1861(a)(1), (b)(2)(A). See also pages 40 to 42 of this Report for a more detailed
discussion of FISA’s business records provision.

27 See Pub. L. No. 107-56, § 215, 115 Stat. 272, 287 (2001) (codified as amended at 50 U.S.C. § 1861).
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certain telephone companies in the United States. The FISA court has determined that
Section 215 provides a legal basis to order the telephone companies to facilitate this
program by supplying the NSA with their calling records.28

Under the FISA court’s orders, certain telephone companies must provide the NSA
with “all call detail records” generated by those companies.?? Because the companies are
directed to supply virtually all of their calling records to the NSA, the FISA court’s orders
result in the production of call detail records for a large volume of telephone
communications; the NSA has described its program as enabling “comprehensive” analysis
of telephone communications “that cross different providers and telecommunications
networks.”30 The vast majority of the records obtained are for purely domestic calls,
meaning those calls in which both participants are located within the United States,
including local calls.

The calling records provided to the NSA do not identify which individual is
associated with any particular telephone number: they do not include the name, address, or
financial information of any telephone subscriber or customer. (Such information can be
obtained by the government through other means, however, including reverse telephone
directories and subpoenas issued to the telephone companies.) Nor do the records, as
noted, include the spoken contents of any telephone conversation.3! In other words, the
NSA is not able to listen to any telephone calls under the authority provided by these
orders.

In addition, the calling records that the NSA collects under its Section 215 program
do not currently include “cell site location information.” That information, unique to mobile
phones, is a component of a call detail record that shows which cell phone tower a mobile
phone is connecting with. Thus it can be used to track the geographic location of a mobile
phone user at that time the user places or receives a call. At the NSA’s request, telephone
companies remove that information from their calling records before transmitting the

28 See Amended Memorandum Opinion, In re Application of the Federal Bureau of Investigation for an
Order Requiring the Production of Tangible Things, No. BR 13-109 (FISA Ct. Aug. 29, 2013); Memorandum, In
re Application of the Federal Bureau of Investigation for an Order Requiring the Production of Tangible Things,
No. BR 13-158 (FISA Ct. Oct. 11, 2013). See pages 40 to 46 of this Report for a description of the FISA court’s
initial approval of the NSA’s telephone records program under Section 215.

29 Primary Order at 3, In re Application of the Federal Bureau of Investigation for an Order Requiring the
Production of Tangible Things, No. BR 13-158 (FISA Ct. Oct. 11, 2013) (“Primary Order”). At least one
telephone company presently is ordered to provide less than all of its call detail records. See id. at 3-4.

30 See Declaration of Teresa H. Shea, Signals Intelligence Director, National Security Agency, 1 59-60,
ACLUv. Clapper, No. 13-3994 (S.D.N.Y. Oct. 1, 2013) (“Shea Decl.”).
3 See Primary Order at 3 n.1 (noting that “[t]elephony metadata does not include the substantive

content of any communication, as defined by 18 U.S.C. § 2510(8)”). Section 2510(8) defines “content” as “any
information concerning the substance, purport, or meaning of that communication.” 18 U.S.C. § 2510(8).
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records to the NSA.32 In the past, the NSA has collected a limited amount of cell site location
information to test the feasibility of incorporating such information into its Section 215
program, but that information has not been used for intelligence analysis, and the
government has stated that the agency does not now collect it under this program.

Some information obtained by the NSA under Section 215 could nevertheless
provide a general indication of a caller’s geographic location. For instance, the area code
and prefix of a landline telephone number can indicate the general area from which a call is
sent. The same may be true of the “trunk identifier” associated with a telephone call, which
pinpoints a segment of the communication line that connects two telephones during a
conversation.33

III.  Delivery of Calling Records from Telephone Companies to the NSA

Approximately every ninety days, the government files an application with the FISA
court requesting that the telephone companies be ordered to continue providing their
calling records to the NSA for another ninety days. These applications are signed by
officials from the FBI, as required by Section 215, but they typically note that the FBI is
seeking the production of telephone records to the NSA. Accordingly, the FISA court’s
orders direct the telephone companies to “produce to NSA” their calling records.34

When the FISA court approves the government’s applications to renew the program,
the court issues a “primary order” outlining the scope of what each telephone company
must furnish to the NSA and the conditions under which the government can use, retain,
and disseminate the data. At the same time, the court issues individual “secondary orders”
separately addressed to each telephone company, directing it to comply with those terms
and produce its records to the NSA.35 After receiving a secondary order, a telephone
company must continue the production of its records “on an ongoing daily basis” for the

3z Amended Memorandum Opinion, In re Application of the Federal Bureau of Investigation for an Order
Requiring the Production of Tangible Things, at 4 n.5, No. BR 13-109 (FISA Ct. Aug. 29, 2013); see also
Declaration of Acting Assistant Director Robert ]. Holley, Federal Bureau of Investigation, 5, ACLU v. Clapper,
No. 13-3994 (S.D.N.Y. Oct. 1, 2013) (“Holley Decl.”) (stating that metadata obtained under the orders does not
include cell site location information). Agency personnel check this portion of incoming records to ensure
that cell site location information has been removed.

33 See Primary Order at 3 n.1 (noting that for purposes of the order, “telephony metadata” includes the
“trunk identifier” for a call).

34 Primary Order at 3.

35 See, e.g., Secondary Order, In re Application of the Federal Bureau of Investigation for an Order

Requiring the Production of Tangible Things, No. BR 13-80 (FISA Ct. Apr. 25, 2013) (“Secondary Order”).

23



ninety-day duration of the order.3¢ The company may not disclose to anyone that it has
received such an order.3”

Each telephone company must furnish the NSA with “an electronic copy” of its
calling records.3® Companies transmit those records to the NSA, which stores them “in
repositories within secure networks.”3?

Telephone companies must provide their calling records to the NSA on a daily basis
until the expiration date of each FISA court order. In other words, when the companies are
served with an order from the FISC, they do not hand over to the NSA the calling records
they have in their possession at that time. Instead, over the next ninety days, they must
provide the NSA with the new calling records that they generate each day.

IV. How the NSA Stores and Handles the Telephone Records

When the records of particular telephone calls reach the NSA, the agency stores and
processes those records in repositories within secure networks under its control.4? Upon
the arrival of new records at the NSA, agency technical personnel perform a number of
steps to ensure that the records, which come from different telephone companies, are in a
standard format compatible with the NSA’s databases. The agency is permitted to duplicate
the data it receives for storage in recovery back-up systems.*1

36 Primary Order at 3-4; id. at 17 (indicating duration of the order).

37 Every “secondary order” delivered to the telephone companies directing them to provide calling
records to the NSA prohibits the companies from publicly disclosing the existence of the order and tightly
limits the persons with whom that information may be shared. Specifically, the secondary orders direct that,
with three exceptions, “no person shall disclose to any other person that the FBI or NSA has sought or
obtained tangible things under this Order.” Secondary Order at 2. The personnel who receive a secondary
order on behalf of the telephone companies are permitted to disclose its existence only to (1) “those persons
to whom disclosure is necessary to comply with such Order,” (2) “an attorney to obtain legal advice or
assistance with respect to the production of things in response to the Order,” and (3) “other persons as
permitted by the Director of the FBI or the Director’s designee.” Id. Any person to whom disclosure is made
under one of these exceptions must be informed of the limitations set forth above. Id. at 3. Furthermore, any
person who makes or intends to make a disclosure under the first or third exception above (i.e., a disclosure
to anyone except to an attorney for legal assistance) must, at the request of the FBI director or his designee,
“identify to the Director or such designee the person to whom such disclosure will be made or to whom such
disclosure was made prior to the request.” Id. at 3.

38 Primary Order at 3-4.

39 Primary Order at 4.

40 Primary Order at 4.

41 See Primary Order at 4-5 n.2. Should it ever be necessary to recover data that is stored in these back-

up systems, “in the event of any natural disaster, man-made emergency, attack, or other unforeseen event,”
the FISA court’s orders appear to require that any access or use of the back-up data be conducted in
compliance with the same rules that ordinarily govern utilization of the records. Id.
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Once the calling records are properly formatted, NSA houses them within its data
repositories. At this point, technical personnel may take additional measures to make the
calling records usable for intelligence analysis, including removing “high volume”
telephone identifiers and other unwanted data.#2

The NSA is required to limit who has access to the calling records it obtains. The
agency must restrict access to authorized personnel who have received training on the use
of those records. 43 Such personnel can include both NSA employees and other individuals
who are working under the NSA Director’s control on Signals Intelligence.** The calling
records are routed to dedicated portions of NSA’s systems and are required to carry unique
data markings enabling software and other controls to restrict access to the authorized
personnel who have received the proper training and guidance.*> Training is required both
for intelligence analysts and for the technical personnel who access the data to make it
usable for analysis.46

Calling records must be deleted from the NSA’s repositories no later than five years
after the agency receives them.4 If a calling record shows up in a “query” performed by an
analyst, however — a process described below — the information about that call need not
be destroyed after five years.

V. How the NSA Analyzes the Telephone Records

The NSA uses the calling records it obtains under Section 215 to attempt to identify
communications among known and unknown terrorism suspects, particularly those
located inside the United States.#® When the NSA identifies communications or telephone
numbers of interest, it issues intelligence reports to other federal agencies, such as the FB],

42 Primary Order at 6.

43 Primary Order at 5.

44 See Primary Order at 6 n.5 (requiring that all personnel engaged in signals intelligence operations be
“under the direction, authority, or control” of the director of the NSA).

45 Primary Order at 4-5.

46 Primary Order at 5. The training requirements do not, however, extend to all technical personnel

who might have access to the records, including those responsible for “NSA’s underlying corporate
infrastructure and the transmission of the BR metadata from the specified persons to NSA.” Id. at 5 n.3.

47 Primary Order at 14.

48 See Shea Decl. 8 (stating that “by analyzing telephony metadata based on telephone numbers
associated with terrorist activities, trained expert intelligence analysts can work to determine whether
known or suspected terrorists have been in contact with individuals in the U.S.”). The records of domestic and
international calls — where one or both participants are inside the United States — are viewed as the most
“analytically significant” by the agency, which sees them as “particularly likely” to identify suspects in the
United States who are planning domestic attacks. Shea Decl. I 9.
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that work to prevent terrorist attacks. In carrying out this endeavor, the NSA is required by
the FISA court to adhere to certain “minimization” requirements, described below, that
govern the manner in which the calling records may be used within the agency and
disseminated outside of it.#°

The NSA is prohibited from using the calling records it obtains under the FISA
court’s orders except as specified in those orders.>? The vast majority of the records the
NSA collects are never seen by any person.51

The rules governing the NSA’s access to the calling records under the FISA court’s
orders are set forth below.

A. Contact Chaining and the Query Process

Analysis of calling records under this program begins with telephone numbers that
already are suspected of being associated with terrorism. The NSA then searches for other
telephone numbers that have been in contact with a suspected number, or in contact with
those who have been in contact with a suspected number.52

Initially, NSA analysts are permitted to access the Section 215 calling records only
through “queries” of the database. A query is a software-enabled search for a specific
number or other selection term within the database.>® When an analyst performs a query of
a telephone number, for instance, the software interfaces with the database and provides
results to the analyst that include a record of calls in which that number participated.

Analysts perform these queries to facilitate what is called “contact chaining” — the
process of identifying the connections among individuals through their calls with each
other.>* The goals of contact chaining are to identify unknown terrorist operatives through

49 See Primary Order at 4.

50 See Primary Order at 4.

51 Shea Decl. I 23.

52 Calling records may be searched or identified using numbers other than a “telephone number” as

that term is normally used — i.e., a number associated with a specific telephone that another caller can dial in
order to reach that phone. The records may also include other unique numbers that are associated with a
particular telephone user or a particular communications device. Among these are a telephone calling card
number, which is used to pay for individual telephone calls, and an International Mobile station Equipment
Identity (“IMEI”) number, which is uniquely associated with a particular mobile telephone. See Primary Order
at 3 n.1 (explaining that telephony metadata includes IMEI numbers, IMSI numbers, and calling card
numbers).

53 Analysts can search the database using numbers, words, or symbols that uniquely identify a
particular caller or device, like a telephone number or a calling card number. These types of selection terms
are referred to as “identifiers.” But analysts also can search for selection terms that are not uniquely
associated with any particular caller or device.

54 Primary Order at 6.
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their contacts with known suspects, discover links between known suspects, and monitor
the pattern of communications among suspects.>> Presently, the only purpose for which
NSA analysts are permitted to search the Section 215 calling records housed in the agency’s
database is to conduct queries as described above, which are designed to build contact
chains leading outward from a target to other telephone numbers.>¢ The NSA has stated
that it does not conduct pattern-based searches. Instead, every search begins with a
specific telephone number or other specific selection term.>?

B. Standards for Approving Queries

A telephone number (or other selection term) used to search the calling records is
referred to as a “seed.”>8 Before analysts can search the records with that seed, one of
twenty-two designated NSA officials must give approval.5? Such approval can be granted
only if the official determines that there is reasonable, articulable suspicion that the
selection term is associated with terrorism: in the words of the FISA court orders, a term
can be approved for use as a seed only after the designated official has determined that,
“based on the factual and practical considerations of everyday life on which reasonable and
prudent persons act, there are facts giving rise to a reasonable, articulable suspicion” that
the number “is associated with” a terrorist organization identified in the FISA court’s
orders.60

The requirement that analysts have “reasonable articulable suspicion” before
searching the database with a particular number is often referred to as the “RAS” standard.
It is designed in part “to prevent any general browsing of data.”®1 Government lawyers
have characterized this standard as “the cornerstone minimization procedure” that
“ensures the overall reasonableness” of the program.62

55 See Shea Decl. 7 8.

56 Primary Order at 6.

57 As described below, however, different standards govern how NSA analysts may access and analyze
the results of these searches.

58 Primary Order at 6.

59 Primary Order at 7.

60 Primary Order at 7. NSA analysts may also perform queries of the calling records using numbers that

are, at the time, the subject of electronic surveillance authorized by the FISA court, based on the court’s
finding of probable cause to believe that the number is used by an agent of a specified terrorist organization.
Primary Order at 9. Analysts may query only those numbers that have received an individual probable cause
determination by the FISA court, not numbers that are being monitored with FISA court approval pursuant
the broader authorities conferred by Sections 702, 703, or 704 of the FISA Amendments Act. Id. at 9-10.

61 Shea Decl.  20.

62 Report of the United States at 23, In re Application of the Federal Bureau of Investigation for an Order
Requiring the Production of Tangible Things, No. BR 09-09 (FISA Ct. Aug. 17, 2009).
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The FISA court orders approving the Section 215 program do not explain what it
means for a selection term, like a telephone number, to be “associated with” a designated
terrorist organization. The NSA has developed internal criteria to implement this standard,
however. To take a simple example illustrating one of these criteria, intelligence reports
might indicate that a particular person has communicated by email with a known terrorism
suspect in furtherance of terrorist activity. Other intelligence reports might provide a
telephone number believed to be used by that person. Together, these pieces of
information would provide reasonable articulable suspicion that the telephone number is
associated with terrorism.

If a telephone number or other selection term is “reasonably believed” to be used by
a U.S. person, the FISA court’s orders specify that it may not be regarded as associated with
a terrorist organization solely “on the basis of activities that are protected by the First
Amendment to the Constitution.”®3 In implementing this requirement, the NSA presumes
that, absent information to the contrary, any U.S. telephone number is used by a U.S.
person. Because this restriction prohibits the NSA only from using First Amendment-
protected activity as the sole basis for regarding a number as associated with terrorism, the
agency may consider activities such as participating a public rally, attending a particular
place of worship, expressing political views on the Internet, or buying a particular book —
as long as those activities are not the exclusive basis for the agency’s assessment.

The information on which the NSA’s RAS determinations are based comes from
several sources, including other federal agencies. In some instances, other agencies
specifically request that the NSA conduct analysis of particular telephone numbers.64

After a selection term has been approved for use as a “seed” — based on a
determination that it is reasonably suspected of being associated with a specified terrorist
organization — that approval is effective for one year, meaning that repeated queries using
that seed can be made for the next year. Approval lasts only six months, however, if the
term is reasonably believed to be used by a U.S. person.6>

C. How Queries Are Conducted and What They Produce

There are two methods through which the NSA is permitted to “query” the Section
215 calling records for analytic purposes with approved selection terms.

The first method is a manual process performed by individual analysts. In a “manual
analyst query,” an individual analyst working at a computer terminal personally enters an
approved seed term into the agency’s database software. The software searches the

63 Primary Order at 9.
64 See, e.g., Holley Decl. J 16 (referring to information requests by the FBI).
65 Primary Order at 10.
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records obtained by the agency under Section 215 and returns those records that are
within one “hop” of the seed (i.e., all of the telephone numbers directly in contact with the
seed). The analyst may then review the telephone numbers found to be in contact with a
first-hop number (i.e., within two hops of the seed) and the telephone numbers found to be
in contact with a second-hop number (i.e., within three hops of the seed).6¢

If analysts try to look beyond the third hop of a query, or to perform a query of a
selection term that has not been RAS approved, the NSA’s software is designed to prevent
the action from being completed.6”

The results gathered by the NSA’s software show the web of telephone connections
emanating outward from the seed, up to three links away from it. For every connection that
is represented in these links, the software provides the associated information about the
telephone calls involved, such as their date, time of day, and duration.

An analyst’s query, therefore, provides access to more than the calling records of a
seed number that is reasonably suspected being associated with terrorism. The query also
gives the analyst access to the complete calling records of every number that has been in
direct contact with the seed number. It further gives the analyst access to the complete
calling records of every number that has been in contact with one of those numbers. To put
it another way, an analyst who performs a query of a suspected number is able to view the
records of calls involving telephone numbers that had contact with a telephone number
that had contact with another telephone number that had contact with the original target.

If a seed number has seventy-five direct contacts, for instance, and each of these
first-hop contact has seventy-five new contacts of its own, then each query would provide
the government with the complete calling records of 5,625 telephone numbers. And if each
of those second-hop numbers has seventy-five new contacts of its own, a single query
would result in a batch of calling records involving over 420,000 telephone numbers.

Calling records that fall within the results of a query are not deleted after five years.
The results can be stored by the analyst who performed the query and may then be
analyzed for intelligence purposes and shared with others, inside and outside the NSA,
under rules described below. The results may be searched using terms that are not RAS-
approved, subjected to other analytic methods or techniques besides querying, or
integrated with records obtained by the NSA under other authorities.

66 See Shea Decl. | 22.

67 The NSA is directed by the FISA court to “ensure, through adequate and appropriate technical and
management controls, that queries of the BR metadata for intelligence analysis purposes will be initiated
using only a selection term that has been RAS-approved.” Primary Order at 6-7. NSA’s technical controls are
designed to preclude any query for intelligence analysis purposes using a seed that lacks RAS approval.
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In 2012, the FISA court approved a new and automated method of performing
queries, one that is associated with a new infrastructure implemented by the NSA to
process its calling records.®® The essence of this new process is that, instead of waiting for
individual analysts to perform manual queries of particular selection terms that have been
RAS approved, the NSA’s database periodically performs queries on all RAS-approved seed
terms, up to three hops away from the approved seeds. The database places the results of
these queries together in a repository called the “corporate store.”

The ultimate result of the automated query process is a repository, the corporate
store, containing the records of all telephone calls that are within three “hops” of every
currently approved selection term.®® Authorized analysts looking to conduct intelligence
analysis may then use the records in the corporate store, instead of searching the full
repository of records.”?

According to the FISA court’s orders, records that have been moved into the
corporate store may be searched by authorized personnel “for valid foreign intelligence
purposes, without the requirement that those searches use only RAS-approved selection
terms.”’1 Analysts therefore can query the records in the corporate store with terms that
are not reasonably suspected of association with terrorism. They also are permitted to
analyze records in the corporate store through means other than individual contact-
chaining queries that begin with a single selection term: because the records in the
corporate store all stem from RAS-approved queries, the agency is allowed to apply other
analytic methods and techniques to the query results.”2 For instance, such calling records
may be integrated with data acquired under other authorities for further analysis. The FISA
court’s orders expressly state that the NSA may apply “the full range” of signals intelligence
analytic tradecraft to the calling records that are responsive to a query, which includes
every record in the corporate store.”3

If the NSA queries around 300 seed numbers a year, as it did in 2012, then based on
the estimates provided earlier about the number of records produced in response to a

68 This “automated query process” was first approved for use by the FISA court in late 2012. Primary
Orderat11 n.11.

69 See Primary Order at 11.

70 Under the manual query process, by contrast, analysts access the main collection repository, which

contains all telephone records obtained under Section 215, but software controls are designed to prevent
analysts from viewing records not linked to an RAS-approved number.

71 Primary Order at 11.
72 See Primary Order at 13 n.15.
73 Primary Order at 13 n.15.

30



single query, the corporate store would contain records involving over 120 million
telephone numbers.74

The FISA court’s orders call for audit capability with respect to all queries of the call
detail records.’> This requirement of an auditable record does not apply, however, “to the
results of RAS-approved queries.””¢ Therefore, when analysts access records that have
turned up within three hops of a selection term — whether through a manual analyst query
or by searching the corporate store — the court’s orders do not impose a requirement that
their actions be recorded or subject to audit, though other rules governing the NSA may
impose this requirement.

VL What the NSA Does with Information Obtained from the Telephone Records

By analyzing telephone calling records obtained under Section 215, the NSA seeks to
identify counterterrorism information that is of investigative value to other intelligence
and law enforcement agencies such as the FBI.77 Such information could indicate that there
have been communications between known or suspected terrorist operatives overseas and
persons within the United States, or among suspects within the United States, which could
assist in detecting people in the United States who may be acting in furtherance of a foreign
terrorist organization.”8

Information obtained by NSA analysts through querying the calling records — the
telephone connections, the associated details of each telephone call identified, and other
intelligence gleaned derived from these sources — may be shared for intelligence purposes
among NSA analysts who have received “appropriate and adequate training and guidance
regarding the procedures and restrictions for the handling and dissemination of such
information,” according to the FISA court.”?

Once the NSA has identified information believed to have potential
counterterrorism value, it passes that information on to other federal agencies, including
the FBI. Before the NSA may share information it obtains from the calling records outside

74 While fewer than 300 identifiers were used to query the call detail records in 2012, that number “has
varied over the years.” Shea Decl. | 24.

75 See Primary Order at 7 (“Whenever the BR metadata is accessed for foreign intelligence analysis
purposes or using foreign intelligence analysis query tools, an auditable record of the activity shall be
generated.”).

76 Primary Order at 7 n.6.
77 Shea Decl.  26.

78 Shea Decl. | 16, 28.

79 Primary Order at 12-13.
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the agency, it must apply to that information the minimization procedures of Section 7 of
United States Signals Intelligence Directive SP0018 (“USSID 18”), which prescribes rules for
the dissemination of information about U.S. persons in order to ensure that the NSA’s
activities are conducted consistent with law and the Fourth Amendment to the
Constitution.80

Additionally, before the NSA may disseminate any “U.S. person information” outside
the agency, one of five designated high-level NSA officials must determine that the
information “is in fact related to counterterrorism information” and that it “is necessary to
understand the counterterrorism information or assess its importance.”81

The FBI can use the information it receives from the NSA to guide its investigations
into terrorist operatives and threats inside the United States. When the FBI receives
information that was obtained through Section 215, the Bureau is ordered by the FISA
court to follow the minimization procedures set forth in the Attorney General’s Guidelines
for Domestic FBI Operations (Sept. 29, 2008).82

Other federal agencies also receive information from the NSA that was obtained
through Section 215, but the FISA court’s orders do not establish rules for how those
agencies must handle the information they receive.®3 In addition, the government has
informed the FISA court that it may provide telephone numbers derived from the program
to “appropriate .. . foreign government agencies.”84

The NSA tracks the number of reports it provides to other agencies and the number
of telephone numbers identified as investigative leads in those reports. During the first
three years in which the telephone records program was authorized by the FISA court
(between May 2006 and May 2009), the NSA “provided to the FBI and/or other intelligence

80 Primary Order at 13; see United States Signals Intelligence Directive SP0018 (Jan. 25, 2011), available
at http://icontherecord.tumblr.com/.

81 Primary Order at 13. The agency also may share such information with “Executive Branch personnel”
for specific oversight purposes, namely in order to (1) permit those personnel “to determine whether the
information contains exculpatory or impeachment information or is otherwise discoverable in legal
proceedings,” or (2) permit those personnel “to facilitate their lawful oversight functions.” Id. at 13-14.

82 See Primary Order at 4.

83 See Primary Order; see also Shea Decl. 26 (reporting that the agency analyzes the call detail records
to find information that would be of investigative value to the FBI “or other intelligence agencies”). The text of
Section 215 appears to require that all federal officers and employees who receive information acquired from
the calling records adhere to the Attorney General’s guidelines, see 50 U.S.C. § 1861(h), but such a
requirement is not explicit in the FISA court’s orders.

84 See Memorandum of Law in Support of Application for Certain Tangible Things for Investigations to
Protect Against International Terrorism, at 15, In re Application of the Federal Bureau of Investigation for an
Order Requiring the Production of Tangible Things, No. BR 06-05 (FISA Ct. May 23, 2006).
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agencies a total of 277 reports containing approximately 2,900 telephone identifiers that
the NSA had identified.”8>

VII. Internal Oversight and Reporting to the FISA Court

Monitoring of the NSA’s compliance with the FISA court’s orders is undertaken by
the NSA and the National Security Division of the Department of Justice, which periodically
must report certain information to the court. The details of these oversight requirements
are set forth below.

First, the NSA must enforce rules on which of its personnel have access to the calling
records and information extracted from the calling records. Both groups of personnel must
receive training tailored to their respective privileges. Specifically, the NSA’s Office of
General Counsel and its Office of the Director of Compliance are ordered to “ensure that
personnel with access to the BR metadata receive appropriate and adequate training and
guidance regarding the procedures and restrictions for collection, storage, analysis,
dissemination, and retention of the BR metadata and the results of queries of the BR
metadata.”8¢ Those two offices “shall further ensure that all NSA personnel who receive
query results in any form first receive appropriate and adequate training and guidance
regarding the procedures and restrictions for the handling and dissemination of such
information.”87 The NSA is directed to maintain records of all such training and to provide
the Justice Department (“DOJ”) with copies of “all formal briefing and/or training
materials” used to “brief/train NSA personnel.”88

Second, the NSA must take certain steps to ensure the effectiveness of the measures
it has put in place to limit access to the calling records. Specifically, the agency’s Office of
the Director of Compliance is tasked with monitoring the software and other technical
controls that restrict the work of NSA personnel, as well as the agency’s logging, for
auditing purposes, of instances in which personnel access the records.8?

Third, the NSA must cooperate with the DOJ regarding how it interprets and
implements the FISA court’s orders authorizing the program. Specifically, the NSA’s Office

85 Shea Decl.  26.

86 Primary Order at 14. The government uses the term “BR metadata” to refer to the business records
metadata acquired under the Section 215 program.

87 Primary Order at 14.

88 Primary Order at 14-15. The FISA court’s orders do not specify what this training must consist of,

stating instead that “[t]he nature of the training that is appropriate and adequate for a particular person will
depend on the person’s responsibilities and the circumstances of his access to the BR metadata or the results
from any queries of the metadata.” Id. at 14 n.17.

89 Primary Order at 15.
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of General Counsel is to consult with the Department of Justice on “all significant legal
opinions that relate to the interpretation, scope, and/or implementation” of the program. %0
At least once during every ninety-day authorization period, NSA and DOJ representatives
are required to meet “for the purpose of assessing compliance” with the FISA court’s
orders, including “a review of NSA’s monitoring and assessment to ensure that only
approved metadata is being acquired.” The r